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Abstract

In this paper, we study secure energy efficiency (SEE) for simultaneous wireless information and power transfer (SWIPT) in a distributed
antenna system (DAS) based IoT network. We consider a system in which both the legitimate user (Bob) and the eavesdropper (Eve) rely
on the energy harvested from the received radio signal. Firstly, with perfect channel state information (CSI), we formulate the maximization
of SEE as a constrained optimization problem. In this problem, we aim to highlight the advantage of SWIPT in exploiting the Eve’s energy
harvesting requirement. This is achieved by defining a charge constraint in the SEE optimization problem which ensures that the Eve is
deprived of its only energy source. Next, considering the fact that perfect CSI is hard to achieve in practice, we characterize the system
performance in terms of the outage probability (OP) of SEE. For the given SWIPT-in-DAS setup, we derive the closed form expression for
the OP of SEE and with the help of numerical results, we study the effect of transmit power levels, number of distributed antenna (DA) ports
and the PS ratio of devices. To the best of our knowledge, this is the first attempt to define the OP of SEE for SWIPT-in-DAS.
c⃝ 2021 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open

access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

In the evolving ubiquitous IoT network, energy efficiency
has emerged as a major research issue. This is primarily due
to the exponential rise in the number of devices and demand
for quality of service [1].

Distributed antenna system (DAS) technology, primarily
designed for increasing network coverage and data rates, is
now being studied in the field of energy efficient wireless com-
munication [2]. Since DAS reduces the transmitter–receiver
access distance, it can significantly help in SWIPT, which
is expected to be an energy efficient alternative to facili-
tate the battery-less operation of IoT devices. The optimal
transmission scheme for energy efficient SWIPT in DAS was
discussed in [3]. Further, physical layer (PHY) security is
also being widely studied alongside energy efficient wireless
communication [4].
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In this paper, we study SEE for SWIPT-in-DAS based
IoT network with energy harvesting eavesdropper (EHE). We
define SEE as ratio of the achievable secrecy rate [5] to the
total power consumed at DA-ports. The main contributions of
this paper are summarized as follows:

Case 1: [Perfect CSI] In this case, our goal is to maximize SEE
with respect to the transmit power of DA-ports. We formulate
the maximization of SEE as a constrained fractional optimiza-
tion problem and obtain the optimal solution by solving KKT
conditions. However, in contrast to the usual constraints [6],
we exploit the EHE’s dependence on wireless power transfer
as a charge constraint in the optimization problem. While, this
novel constraint highlights another advantage of SWIPT, we
study the corresponding trade-offs as well.

Case 2: [Statistical CSI] The major part of this work focuses
over a more practical scenario, wherein, the CSI is not avail-
able at the transmitter. Moreover, different from the conven-
tional methods [7], we adopt a novel approach to characterize
the system performance by the OP of SEE. Considering the
blanket transmission scheme, wherein all the DA ports are
active, we derive the closed form expression for the OP of
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EE. Further, we also study a more general case, wherein,
ultiple Eves are present in the system and we evaluate the OP

f SEE corresponding to the worst case secrecy rate achievable
or the given IoT device.

The rest of the paper is organized as follows: In Section 2,
e discuss the system model and problem formulation of the
ptimal power allocation with perfect CSI. In Section 3 we
tudy the outage probability of SEE. The numerical results are
iscussed in Section 4. Finally, Section 5 concludes the paper.

. Optimal power allocation with perfect CSI

.1. System model

Let us consider a downlink DAS with N centrally con-
rolled DA ports serving Kb number of users in presence
f an EHE, all equipped with single antennas. The signal
eceived by a given device in such a setup is written as;

y =
∑N

i=1
√

piζi xi + n [2], where, for i th DA-port, pi is
he transmit power, xi denotes the transmitted symbol with
verage power E[|xi |

2] = 1 and ζi is the corresponding fading
o-efficient. Also, n denotes the additive white Gaussian noise
AWGN) at the receiver. In the given system, each IoT device
as a power splitter which splits the received signal power
ccording to a power splitting (PS) ratio (∆ for information
ecoding and 1−∆ for energy harvesting). We use OFDMA to

support the multi-user transmission and assume that the entire
bandwidth B is equally segmented into Kb non-overlapping
channels to avoid interference. Further, in presence of Eve, the
transmitter at each DA port uses Wyner’s wiretap coding [5]
and hence the achievable secrecy rate (in bits/s/Hz) over
sub-carrier k having bandwidth B

Kb
is given by :

Rk
s =

1
Kb

[
log2

(
1 + ∆b

kΓ
b
k

)
− log2

(
1 + ∆eΓ e

k

)]
(1)

n Eq. (1), Γ b
k =

∑N
j=1 γ b

j,k p j,k and Γ e
k =

∑N
j=1 γ e

j,k p j,k ,
where, for kth Bob and Eve respectively, γ b

j,k and γ e
j,k are the

effective channel gain to noise power ratios over sub-carrier k
and ∆b

k , ∆e denote the corresponding PS ratios. Also, p j,k is
the transmit power from j th port over sub-carrier k.

Now, SEE (in bits/Hz/J) is defined as:

ηSE E =
Rtotal

Ptotal
=

∑Kb
k=1 Rk

s∑Kb
k=1

∑N
i=1 pi,k + pc

(2)

here pc is the power consumed in DA-ports during vari-
us signal processing operations. Since each IoT device can
ecode the information from a given channel, but can har-
est energy from all the available channels, the energy har-
ested by kth Bob can be expressed as: Eb

k = τ b
k (1 −

∆b
k )
∑N

i=1 γ b
i,k
∑Kb

j=1 pi, j where, τk is the linear energy con-
version efficiency of kth Bob. Similarly, the energy harvested
by the Eve is given by Ee

= τ e(1 − ∆e)
∑N

i=1 γ e
i
∑Kb

j=1 pi, j

here, τ e is the corresponding energy conversion efficiency

f the Eve. g

180
.2. Problem formulation

Our objective is to optimally allocate power to the DA-ports
n order to maximize ηSE E in (2). To this end, we formulate the

aximization of ηSE E as a constrained fractional optimization
roblem as follows:

P1 : max
{Pi,k }

ηSE E

s.t: C1:
Kb∑

k=1

pi,k ≤ Pmax,i , C2: pi,k ≥ 0

C3: Eb
k ≥ Eb

k,min and C4: Ee
≤ Ee

min

for k = 1, . . . , Kb, i = 1, . . . , N

(3)

where, C1 and C2 correspond to the maximum and minimum
transmit power constraints respectively, C3 is the constraint
of minimum harvested energy (Eb

k,min) for kth Bob and the
novel constraint C4 limits the energy harvested by the Eve. We
introduce the constraint C4 in the problem in order to restrain
the Eve from harvesting energy from the received signal. With
this, we can restrict it’s battery charge, thereby, depriving it of
its only energy source. Now, for ∆b

kΓ
b
k > ∆eΓ e

k , Rk
s in (1)

is a concave function. Thus, it is easy to verify that P1 is a
concave linear fractional problem with pseudo-concave objec-
tive function [8]. Hence, each stationary point is the global
maximizer and KKT conditions are necessary and sufficient
for optimality. For detailed proof refer to [8]. Since, ηSE E
in (3) is twice differentiable, we use Sequential Quadratic
Programming (SQP) to solve the KKT conditions for the
optimal solution [9]. The numerical results are discussed in
Section 4.

3. Outage probability of SEE

Now, considering the fact that perfect CSI is difficult
to achieve in practice, we characterize the system perfor-
mance by the OP of SEE. We consider the blanket transmis-
sion scheme, with all DA-ports transmitting at same power
level (p). Let hi and gi denote the independent and iden-
tically distributed (IID) circularly symmetric complex Gaus-
sian (CSCG) channel coefficients (of Bob and Eve respec-
tively) with zero mean and unit variance. Also, let σ 2

b and
σ 2

e denote the noise variances at Bob and Eve respectively.
Therefore, instantaneous SNRs at Bob and Eve are given by
X ′

= ∆b ∑N
i=1 |hi |

2 pi/σ
2
b = ∆b(p/σ 2

b )
∑N

i=1 |hi |
2 and Y ′

=

∆e ∑N
i=1 |gi |

2 pi/σ
2
e = ∆e(p/σ 2

e )
∑N

i=1 |gi |
2 respectively. Let

b
= ∆b(p/σ 2

b ), X ′′
=
∑N

i=1 |hi |
2, we

= ∆e(p/σ 2
e ) and

Y ′′
=
∑N

i=1 |gi |
2. The OP of SEE corresponding to a given

hreshold (ηth) is hence given by:

Pout (ηth)
= P(ηSE E < ηth)

= P

[
log2

(
1 + wb X ′′

)
− log2

(
1 + weY ′′

)
N p + pc

< ηth

]
= P

(
wb X ′′ < {1 + weY ′′

}{2(N p+Pc)ηth } − 1 ≜ Q
)

(4)

heorem 1. For the given SWIPT-in-DAS setup Pout (ηth) is
iven by Eq. (5).
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roof. Since hi and gi are IID-CSCG random variables,
hi |

2 and |gi |
2 will be exponentially distributed and hence X ′′

nd Y ′′, being the sum of N independent exponential random
ariables, will both follow Erlang distribution. Let X = wb X ′′

fX (x) =
x N−1e

x
wb

(wb)N (N−1)!
=

αN x N−1e−αx

(N−1)! and Y = weY ′′
∼

fY (y) =
yN e

y
we

(we)N (N−1)!
=

βN yN−1e−βy

(N−1)! , where α =
1

wb and
β =

1
we . Therefore we have:

P(X ≤ Q) =

∫
∞

0

∫ Q

o
fX (x) fY (y)dxdy

=

∫
∞

0

∫ Q

o

αN x N−1e−αx

(N − 1)!
fY (y)dxdy

=

∫
∞

0

(
1 −

N−1∑
n=0

(αQ)ne(−αQ)

n!

)
fY (y)dy

Let z = {N p + Pc}ηth , therefore;

Pout (ηth) = 1 −

N−1∑
n=0

∫
∞

0

[
(αn)(2z

+ 2z y − 1)n

{eα(2z−1)eα2z y}n!

]
fY (y)dy

= 1 − K
N−1∑
n=0

αn

n!

[∫
∞

0
(ay + b)ne−(aα+β)y yN−1dy

]
where, K =

βN eα(1−2z )

(N − 1)!
, a = 2z, b = 2z

− 1

= 1 − K
N−1∑
n=0

αn

n!

⎡⎣∫ ∞

0

n∑
j=0

(
n
j

)
(ay) j bn− j

e(aα+β)y
yN−1dy

⎤⎦
= 1 − K

N−1∑
n=0

αn

n!

⎧⎨⎩
n∑

j=0

(
n
j

)
bn− j a j

⎫⎬⎭
∫

∞

0

y j+N−1

e(aα+β)x dx

= 1 − K
N−1∑
n=0

αn

n!

⎧⎨⎩
n∑

j=0

(
n
j

)
bn− j a j

⎫⎬⎭
{

( j + N − 1)!
(aα + β) j+N

}
sing K , a, b and z defined above, we get Eq. (5).

Pout (ηth) = 1 −
eα{1−2(N .p+Pc)ηth }

β−N (N − 1)!
N−1∑
n=0

αn

n!

⎡⎣ n∑
j=0

(
n
j

) (
2(N .p+Pc)ηth − 1

)n− j

×

(
2(N .p+Pc)ηth

) j ( j + N − 1)!
{α.2(N .p+Pc)ηth + β} j+N

]
■ (5)

If only the Eve’s CSI is unknown, we can have a special
ase for the OP of SEE as given below:

Pout (ηth) = P

(
Y >

(
1 + wb X ′′

)
2(N p+pc)ηth

− 1 ≜ Q′

)

= 1 −

∫ Q′

0

βN yN−1e−βy

(N − 1)!
dy = 1 −

γinc(N , βQ′)
(N − 1)!

H⇒ Pout (ηth) = 1 −

γinc{N , 1
we

(1+wb ∑N
i=1 |hi |

2)

(2(N p+Pc )ηth )
− 1} (6)
(N − 1)! i

181
where, γinc(N , x) represents the lower incomplete gamma
unction.

.1. Outage probability of worst case SEE

If there are M eavesdroppers in the system, the overall
erformance of the system is determined by the worst case
ecrecy rate achievable for the given user.

orollary 1. The OP of worst case SEE is given by Pout (ηth)
1 −

∏M
m=1 P

(
Ym < Q′′

)
roof. Considering the secrecy rate corresponding to the max-

mum of M eavesdroppers, we have: Pout (ηth) = P(ηSE E <

th)

=P
[

log2 (1 + X) − maxm∈M log2 (1 + Ym)

N p + pc
< ηth

]
=P

[
max
m∈M

Ym >
(1 + X)

2(N p+pc)ηth
− 1 ≜ Q′′

]
=1 − P

(
max
m∈M

Ym < Q′′

)
= 1 −

M∏
m=1

P
(
Ym < Q′′

)
where, Y ′

ms are assumed independent. P
(
Ym < Q′′

)
=∫

∞

0

∫ Q′′

0 fYm (y) fX (x)dydx , can be evaluated in closed form
similar to proof of Theorem 1 and is given by Eq. (7).

P
(
Ym < Q′′

)
= 1 −

eβ{1−2−(N .p+Pc)ηth }

α−N (N − 1)!

N−1∑
n=0

βn

n!

×

⎡⎣ n∑
j=0

(
n
j

) (
2−(N .p+Pc)ηth − 1

)n− j

×

(
2−(N .p+Pc)ηth

) j ( j + N − 1)!
{β.2−(N .p+Pc)ηth + α} j+N

]
■ (7)

. Results and discussion

In this section, we present the numerical results of the
ptimization problem discussed in Section 2 and the OP of
EE discussed in Section 3. In Fig. 1(a), to highlight the
dvantage of DAS over a conventional antenna system (CAS),
e plot SEE as a function of Pmax with ∆b

k = ∆e
= 0.5

nd τ b
k = τ e

= 0.75 ∀k. We observe that SEE of the system
nitially increases with Pmax but eventually gets saturated.
owever, with the same total transmit power, the DAS (with

N = 6) performs significantly better than a CAS with equal
umber of antennas (L). This is due to the reduced access
istances in DAS. Also, as evident in Fig. 1(a), lesser number
f DA-ports are active (NA) for higher values of Pmax . In
ig. 1(b), we have the results corresponding to the charge
onstraint (CC) of EHE, with Eb

k,min = 1mW ∀k. It is evident
hat the Eve’s dependence on harvested energy is actually
eneficial in context of SEE. This also gives an opportunity
o prevent other unpredictable attacks of the Eve by depriving

t of its only energy source. However, we note that there is
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Fig. 1. (a) SEE w.r.t Pmax in DAS and CAS (b) SEE w.r.t Pmax in case of
an EHE.

Fig. 2. (a) OP of SEE w.r.t transmit power for increasing N (b) OP of SEE
.r.t transmit power for increasing ∆b and ∆e .

rade-off with the energy efficiency. In Fig. 2, we plot OP of
EE w.r.t transmit power of DA-ports, with σ 2

b =-20dBm and
2
e =-10dBm. Transmit power and number of DA-ports play a
ignificant role in the overall system performance. In Fig. 2(a),
e observe that Pout (ηth) reduces significantly as the transmit
ower is increased and initially, a similar trend is observed
ith the number of DA-ports. However, this behaviour changes

t higher power levels. In fact, the results reveal that in order
o minimize the OP, lesser number of DA-ports need to be
ctive for higher values of Pmax . Further, in Fig. 2(b), it can
e observed that Pout (ηth) also decreases when PS ratios of
ob and Eve are increased. Moreover, the system performs
etter when the PS ratio of Bob is higher in magnitude than
hat of the Eve.
182
. Conclusion

In this paper, we studied SEE for SWIPT-in-DAS based IoT
etwork. For the case of perfect CSI, we discussed an approach
o exploit the EHE’s charge constraint in the optimal power
llocation scheme. Further, in an unknown CSI scenario, we
haracterized the system performance by the OP of SEE. For
he blanket transmission scheme, we obtained a closed form
xpression for the OP of SEE. The theoretical results obtained
ere supported with the numerical computations.
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